Dear Students, Faculty, and Staff,

Protecting personal and confidential information is everyone's responsibility. If you notice
something that doesn't seem right, don't ignore it—reportit.

The South Dakota Mines Red Flag Team is here to help when there are concerns about
identity theft, fraud, or compromised personal information.

™ What is a Red Flag?

A Red Flag is any warning sign that someone's identity or confidential information may be
at risk.

Common examples include:
ID: Identification Issues
e Altered, forged, or suspicious identification documents
e Aphoto ID that does not match the person presenting it
Student Accounts
e Requests to access another person's records
e Astudentreporting they did not make changes to their account
Financial Concerns
e Unauthorized charges on a Grubby Gold Card or bank account
e Suspicious payment activity
Technology & Security
e Stolen laptops, computers, or devices
e Phishing emails requesting passwords or personal information
Identity Theft
e Lostorstolen student IDs, driver's licenses, passports, or Social Security cards
¢ Fraudulent use of another person's personal information
Not Sure if It's a Red Flag?

When in doubt, report it. We'd rather investigate a concern that turns out to be nothing
than miss an opportunity to protect someone's identity or personal information.



Who Should | Contact?

If you suspect identity theft, fraud, or compromised personal information, please contact

the appropriate Red Flag Team member:

Department

Human Resources

Campus Safety

Registrar

Dean of Students

Financial Aid

Residence Life

Bookstore/Rocker Shop

Student Accounts & Red Flag
Reporting Coordinator

Contact

Nancy Feller ® nancy.feller@sdsmt.edu ® 605-394-
1274

Douglas Parrow ® Douglas.Parrow@sdsmt.edu
605-394-6100

Diana Eastman ¢ Diana.Eastman@sdsmt.edu e
605-394-1288

Molly Moore ® molly.moore@sdsmt.edu ® 605-
394-5236

Joseph Dlugos ¢ Joseph.Dlugos@sdsmt.edu e
605-394-2416

Erin Richards e erin.richards@sdsmt.edu ¢ 605-
394-1280

Bryce Nussbaum e Bryce.Nussbaum@sdsmt.edu
* 605-394-2348

Jennifer Bauer ¢ Jennifer.Bauer@sdsmt.edu ® 605-
394-1281

Carissa Williams ¢ Carissa.Williams@sdsmt.edu e
605-394-2405

Thank you for helping protect the South Dakota Mines community. Your awareness and

willingness to report concerns help safeguard the personal information of our students,

faculty, staff, and visitors.

See Something? Report It. Together we can help keep our campus community secure.
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